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• Smart Contract Risk

• Governance Risk

• Oracle Risk

• Crypto Crime

Decentralised Finance (DeFi) Risks



CASE STUDY 1



C.R.E.A.M HACK
In its THIRD exploit, the attackers found a vulnerability 
in the platform’s lending system and exploited it to 
steal C.R.E.A.M. Finance’s assets and tokens.

Flash Loan



C.R.E.A.M 
Exploit
0 Transaction



C.R.E.A.M 
Exploit
1 Transaction



CASE STUDY 2



On August 19th, Liquid detected 
unauthorized access of some of the crypto 
wallets managed at Liquid....

Exchange 1

Exchange 2
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69 different crypto assets were 
misappropriated and sent to other 
exchanges or DeFi swapping venues



CASE STUDY 3



CASE STUDY 3

AnySwap

BONDLY Exploit



Why is DeFi so popular for 
money laundering...



1. Criminals retain control of the asset

2. Ability to be accessed by anyone, anywhere, anytime.
- Convenient and liquid for criminals to cash out

3. Automated Systems
- All trades/swaps are done automatically and irreversible
- Multiple transactions can all be executed at the same time

Why is DeFi so popular for money laundering...



Why is DeFi so popular for money laundering...

4. Regulations have not yet caught yet

5. Lack of Intermediaries
- Automated systems means no one conducting KYC/AML checks (this will 
likely change over time)

6. Used to try and obfuscate source of funds from blockchain analytic firms



Examples of how can DeFi can 
be used for money laundering...

1. Swaps;

2. Using stolen assets as collateral; and/or

3. Cross Chain - Wrapped tokens 

____Exchange 1_____



Evolution of DeFi

1. New Regulations by FATF

2. Increasingly number of DeFi platforms 
opting to implement KYC/AML

3. New solutions designed to monitor 
DeFi platforms and decipher smart 
contracts
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Founded in 2018

Merkle Science envisions a world powered by 
crypto.
 
We are the catalysts enabling crypto companies — 
trailblazers and disruptors which are pushing the 
boundaries of innovation — to scale and mature so 
that a full range of individuals, entities, and services 
may transact with crypto safely.
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